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Information System Security Engineer |l

Job number:
J02024-10036

Join Exigent Services as Information System Security Engineer Il and be
part of a dynamic team that supports the U.S. Cyber Command
(USCYBERCOM) Directorates in Fort Meade, MD with subject
matter expertise in the areas of joint cyberspace operations planning,
policy, strategy, and doctrine development, wargames and exercises,
operations research, international and integration support, and cyber
intelligence operations.

The Information System Security Engineer Il will:

¢ Solve complex challenges and shape cyber security best practices
by leading risk management tasks.

e Design and develop information systems, and evolve them with
advanced technology solutions.

e Share your expertise through leadership and mentoring, while
broadening your skillset into areas like defensive cybersecurity.

¢ Grow your skills by merging knowledge of offensive cybersecurity
to create a solid understanding of building better system
defensives.

For this position, you will have:

¢ 6+ years of experience leading and implementing the Assessment

and Authorization process under Risk Management Framework for

new and existing information systems Proficient in Microsoft Office

and Outlook.

3+ years of experience reviewing assessment reports and assisting

projects in identifying security risks, including technical and non-

technical, and developing effective mitigation strategies, including

Plan of Action and Milestones.

Ability to ensure all products and administrative documentation is

completed and maintained, including for continuity and historical

reference.

Ability to design, develop, and implement network security

measures that provide confidentiality, integrity, availability,

authentication, and non-repudiation.

¢ Knowledge of supporting the development or modification of
System Security Plans, security. requirements, and supporting
documentation for the Assessment and Authorization process.

e BA/BS degree.

¢ Amazon Web Service (AWS) or Cloud Service Provider
Certification.

¢ Active TS/SCI clearance with a polygraph, upon application.
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¢ Experience with identifying information protection needs for an IS
and Network environment.

Knowledge of integrating and implementing security with Cross
Domain Solutions for use within an IS and Network environment.
Ability to pay strict attention to detail.

¢ Bachelor’s degree in Computer Science or Cybersecurity.

¢ Certified Information Systems Security Professional (CISSP)
Certification.

Compensation
Exigent Services offers a comprehensive compensation package including:
401K, health, vision, dental, and life/disability insurance.

Company Overview:

Exigent Services is a full-scope management consulting company that is
ready “ON DEMAND” to offer a range of experts, technologies, cutting-
edge teams of consultants, and strategic solutions and systems. With over
40 years of Federal Services, Exigent’'s core competencies include:
Planning Services, Cyberspace Exercise, Cyberspace Policy, Professional
Services, Leadership Development, Training, Strategic Planning, and
Human Capital Management.

EEO Commitment:

We’re an equal employment opportunity/affirmative action employer that
empowers our people to fearlessly drive change — no matter their race,
color, ethnicity, religion, sex (including pregnancy, childbirth, lactation, or
related medical conditions), national origin, ancestry, age,marital status,
sexual orientation, gender identity and expression, disability, veteran
status, military or uniformed service member status, genetic information,
or any other status protected by applicable federal, state, local, or
international law.
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